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Ontario Community Mobilization Model  

• Provincial framework which reminds us of 

the shared responsibility for a safe 

community 



• 95 per cent of teens are online 

• 77 per cent of teens have a smartphone 

• Teens spend an average of 7½ hours a day 

connected 

• 7.5 million Facebook users are under 13 

years old. *This goes against Facebook’s Terms of Use* 

• 32 per cent of kindergarten children are 

online daily      

**Pew Research Center    

Keeping Our Children Safe 



What is ICE? 

• Part of the Special Victims Unit that specializes in children 

and the Internet 

• Member of the Provincial Strategy to protect children from 

sexual abuse and exploitation 

Internet Child Exploitation Unit 
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What do investigators do?  

• Child pornography - track possession, distribution, 

accessing of child pornography to eliminate sources 

• Online luring  - become undercover operators, do victim 

account takeover 

• Peer to peer sharing 

• Victim identification and investigation 

• Categorization/cataloguing of seized images 

• Assistance to victims of child pornography offences 

through Victim Services Unit, YRAP and boost.org  

Internet Child Exploitation Unit 



Victims without Borders 

The Internet is 

global 
Online child 

exploitation 

is global  

Victims and/or 

perpetrators may 

not live in York 

Region 
• We collaborate with other police agencies worldwide 

 

• Receive provincial grants for training and operations 
 

• We participate in a worldwide database of seized images 

for court and identification purposes 



Project Hydra 

17 Countries 

19 Children Identified 

125 Search Warrants  

41 Arrests 

110 Charges 
  



Project Hydra 



Tactics and Ploys 

Growing up is stressful enough. 
 

Life is full of choices, sometimes kids 

don’t make the right ones.  
 

Do you provide an environment where 

mistakes can be prevented? 



YRP Fights Back 
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Scope 
Internet use is growing.  

Even if we were able to keep  

the percentage the same,  

it will still increase.  

2013 

2014 
2015* 

 - 183 Investigations 

- 15 arrests 

- * 350 additional 

investigations an 

41 arrests due to 

project Hydra 

135 Investigations 

13 Arrests 

* Items to date 

- 127 Investigations 

- 9 Arrests 
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Educating our Children  
School Resource Officers 

• Elementary and Secondary School 

programs 

• Teen Academy 

• Empowered Student Partnerships (ESP) 

 

Community Safety Village 
• K-5 class programs 

• Summer camps  

• Employment programs 

• Youth programs 

  

Online Resources 
• Internet safety 

• Online gaming 

• Social media  

• Cyber bullying  
yrp.ca 



Educating our Children 
Basic messaging  

• Online activity is permanent 

• Delete and deactivate can be misleading 

• You never really know who you are talking to  

• Consequences can last forever 



Educating Our Children  
Personal information is not personal  

- when it is posted on line 

 

Insert Jack Vale video 



Citizens Academy 
• Parents Academy 

• Seniors Academy 

Parent Forums 
• Schools 

• Social service agencies 

Online Resources 
• yrp.ca 

 

Educating Parents and Caregivers 
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• Keep up with technology 
 

• Keep up with your child 
 

• Do not assume your children 

know more than you 

Educating Parents and Caregivers  
Basic messaging 
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Things you can do: 

– Filtering software 

– Monitoring software 

A Child’s mindset:  

“It won’t happen to me.” 

Educating Parents and Caregivers  
Basic messaging 
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Hardware  
• Portability of Internet access 

 

 

 

 

Software 
• Tracking and collection of personal data 

• GPS improvements 

Future Trends 



Future Trends 
Decreasing age of use 

and Internet access 
• Maintain age appropriate 

messaging/education 
 

 

 

Increase in personal 

disclosure 
• Social media 

• Self exploitation 



What can you do? 

• Keep up with changes in 

technology 
 

• Be aware of your child’s 

Internet activity 
 

• Report concerning or 

suspicious behaviour 
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Resources 
• York Regional Police  

yrp.ca 
 

• Canadian Centre For Child Protection  
cybertip.ca 
 

• Public Safety Canada 
publicsafety.gc.ca 

 



Thank you 
Questions? 




